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Check out the bouncy castles!

inovex is a partner (1, 2) of
FrOSCon this year and
sponsoring the bouncy
castles.

My kids already enjoyed it
last year!
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https://froscon.org/en/partner/
https://bonn.social/@FrOSCon/116895072152898309
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¥ inovex source.android.com: reference boards

Where is my information from?

Working on Android/AOSP based aosp-devs.orq:
projects: “Creating a community for AOSP
e Since 2018 (Android 8.0) developers”

e Development devices:
Pixel 2, hikey, VIM3, custom HW
e ~2-person to multiple teams

Doing a newsletter for aosp-devs:
e Since January 2025
® appears monthly



https://aosp-devs.org/
https://source.android.com/docs/setup/create/devices
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Background
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Players in the Android ecosystem

e Google: The Android Team
e SoC Vendors: Qualcomm, Intel, Samsung, MediaTek, RockChip, ...
e Device Manufacturers
o Phones: Samsung, Motorola, Google, Xiaomi, Fairphone
o Cars with Android Automotive
o Other devices: TVs, Smartwatches (Wear OS)
e App Developers
e End Users of Android certified devices

Non-certified Android devices and players:
e Custom ROMs/phones: LineageOS, e/0S, CalyxOS, GrapheneQs, ...

e Other devices: Tablets (Amazon Fire OS), Cars, Point of Sale Terminals, ...

e End users of “Degoogle” Android phones, non-certified devices


https://source.android.com/docs/automotive
https://de.wikipedia.org/wiki/Wear_OS
https://lineageos.org/
https://e.foundation/e-os/
https://calyxos.org/
https://grapheneos.org/
https://en.wikipedia.org/wiki/Fire_OS
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Android certified devices

Device manufacturers must
e fulfill the Android Compatibility Definition Document (CDD),
e run device test suites (CTS, VTS),
e apply for Android partnership

Then the device manufacturer gets the
Google Mobile Services (Play Store, Gmail, YouTube, ...)

so the devices support
e Push notifications (required by a lot of apps),
e Play Integrity (required by e.g. some banking/wallet apps),
e and have the Google Apps

for end users.

Otherwise, you cannot call the device “(certified) Android”.


https://source.android.com/docs/compatibility/cdd
https://source.android.com/docs/compatibility/cts
https://source.android.com/docs/core/tests/vts
https://www.android.com/certified/partners/
https://www.android.com/gms/
https://developer.android.com/design/ui/mobile/guides/home-screen/notifications
https://developer.android.com/google/play/integrity

¥ inovex AOSP frequently asked questions (FAQ) | Android Open Source Project

Android != Android Open Source Project (AOSP)

For Android, “open source” is literal:
e You have access to the source code (AOSP), but Google steers development and decisions
internally. Code is dropped only a few times a year.
e Code contributions are possible, but limited in practice.

Some parts are released as open source:
e Android Platform as AOSP
e Jetpack Libraries/AndroidX and Examples for App developers
e Android Studio (plugins)
e Linux Kernel as Android Common Kernel (ACK)

Some parts were never released as open source:
e Android Things (IoT OS)
e Android Wear OS
e Google Mobile Services (GMS) and Apps


https://source.android.com/docs/setup/about/faqs

¥ inovex image source: Codenames, tags, and build numbers | Android Open Source Project

History 2011:
One Android major release was not published to AOSP

Quote from appleinsider.com - Google closes Android 3.0 Honeycomb
source to prevent use on smartphones | Applelnsider:

“Google has closed availability of the source code to Android 3.0
Honeycomb, explaining that the tablet-oriented software was not ready
for use on smartphones and that the company didn't want outside
developers or enthusiasts experimenting with it in unauthorized ways.”

Honeycomb GPL modules

For Honeycomb, the entire platform source code isn't available. However, the parts of Honeycomb licensed
under the GPL and LGPL are available under the following tags.



https://source.android.com/docs/setup/reference/build-numbers
https://appleinsider.com/articles/11/03/25/google_closes_android_3_0_honeycomb_source_to_prevent_use_on_smartphones
https://appleinsider.com/articles/11/03/25/google_closes_android_3_0_honeycomb_source_to_prevent_use_on_smartphones
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Changes to AOSP
he last year)



¥ inovex additional sources: aosp-devs.org - The state of AOSP in 2026

Changes to AOSP in 2025 and 2026

2025
e March: No more aosp-main, no AOSP-first projects anymore (source)
e March/April: No more APEX (Mainline modules) source code releases to AOSP (source)
e June: Android 16 arrives without Pixel support, not a reference device anymore (source)
e August/September: Quarterly instead of monthly security releases to AOSP (source)
o  Only high risk issues per month for device manufacturers to patch
o Less work for SoC Vendors and Device Manufacturers
e Feature degradation for Android code search (cs.android.com) (source 1, 2)

2026:
e January: Only two instead of 4 Major Android releases per Year (source)


https://aosp-devs.org/2026/04/23/state-of-aosp-2026.html
https://source.android.com/docs/setup/about/faqs#main-merge
https://fosdem.org/2026/schedule/event/9DRDS7-deep-dive-aosp/
https://aosp-devs.org/2025/07/08/pixel-support-dropped-from-Android16.html
https://www.androidauthority.com/android-risk-based-security-updates-3597466/
http://cs.android.com
https://issuetracker.google.com/issues/430142763
https://issuetracker.google.com/issues/432398940
https://groups.google.com/g/Android-building/c/VmLKp9Ya5DI

¥ inovex source; https://grapheneos.social/@Graphene0S/115164133992525834

Security fixes are shared with partners before being
released to AOSP

Google Partners can see internal development branches, e.g. security patches before they are
released to AOSP:

“We have early access to Android Security Bulletin patches and will be able to set up a workflow
where we can have releases already built and tested prior to the embargo ending. For now, we've
still been doing the builds after the embargo ends. It will mainly help when they screw up pushing
to AOSP.”

Criticism: Time window for exploitation increases!
Why does GrapheneOS see them?

Maybe because Motorola announces a partners_hip with GrapheneOS Foundation, marking a new
chapter in smartphone security and expanding its enterprise portfolio



https://grapheneos.social/@GrapheneOS/115164133992525834
https://motorolanews.com/motorola-three-new-b2b-solutions-at-mwc-2026/
https://motorolanews.com/motorola-three-new-b2b-solutions-at-mwc-2026/

¥ inovex image source: Software defined vehicle | Android Open Source Project

New code in AOSP
“Building an Open AAOS Ecosystem”

Announced in March 2026

android-developers.googleblog.com - Beyond Infotainment: Extending Android
Automotive OS for Software-defined Vehicles

Google released Software defined vehicle (SDV) in June 2026 with Android 17 to AOSP

as open source.



https://source.android.com/docs/automotive/sdv
https://android-developers.googleblog.com/2026/03/Beyond-Infotainment-Extending-Android-Automotive-OS-for-Software-defined-Vehicles.html
https://android-developers.googleblog.com/2026/03/Beyond-Infotainment-Extending-Android-Automotive-OS-for-Software-defined-Vehicles.html
https://source.android.com/docs/automotive/sdv
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Summary for AOSP changes

My take: Google has cut costs on maintaining AOSP in 2025.

In 2025 it was not clear whether Google was keeping up with the Al
boom.

It's bad for non-certified Android device builders and users, e.g.
Custom ROMs (e.g. supporting Pixel devices requires more effort
now).

It does not affect Android partners or Android certified devices.
AOSP is not the product in the first place. Android is!

See opersys - Reading the tea leaves -- What could the future hold for the
AOSP? (2025-10-01)



https://www.youtube.com/watch?v=KbA5An_YCvo
https://www.youtube.com/watch?v=KbA5An_YCvo
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Changes to Android
eveloper Verification
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Android Developer Verification - 2025 Links

2025-08-25:
° android-developers.googleblog.com - A new laver of security for certified Android devices
2025-09-29:
° f-droid.org - F-Droid and Google's Developer Registration Decree | F-Droid - Free and Open Source Android App
Repository
2025-09-30:
° android developers backstage podcast - Android developer verification
° android-developers.googleblog.com - Let's talk security: Answering your top questions about Android developer
verification
2025-10-28:
e f-droid.org - What We Talk About When We Talk About Sideloading | F-Droid - Free and Open Source Android
App Repository
° Keep Android Open (since October 2025)
2025-11-12:
° Android developer verification: Early access starts now as we continue to build with yvour feedback
° android developers youtube - Android developer verification walkthrough



https://android-developers.googleblog.com/2025/08/elevating-android-security.html
https://f-droid.org/2025/09/29/google-developer-registration-decree.html
https://f-droid.org/2025/09/29/google-developer-registration-decree.html
https://www.youtube.com/watch?v=A7DEhW-mjdc
https://android-developers.googleblog.com/2025/09/lets-talk-security-answering-your-top.html
https://android-developers.googleblog.com/2025/09/lets-talk-security-answering-your-top.html
https://f-droid.org/en/2025/10/28/sideloading.html
https://f-droid.org/en/2025/10/28/sideloading.html
https://keepandroidopen.org/
https://android-developers.googleblog.com/2025/11/android-developer-verification-early.html
https://www.youtube.com/watch?v=jEATR5sF5Lo
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Android Developer Verification - 2026 Links

2026-02-24:
° f-droid.org - An Open Letter Opposing Android Developer Verification | F-Droid - Free and Open Source Android
App Repository
2026-03-19:
° android-developers.googleblog.com - Android developer verification: Balancing openness and choice with safety
2026-07-01:
° f-droid.org - What We Talk About When We Talk About Malware | F-Droid - Free and Open Source Android App

Repository
2026-07-04:
° lineageos.org - Developer Verification

Main Entry point for App developers: developer.android.com - Android developer verification


https://f-droid.org/en/2026/02/24/open-letter-opposing-developer-verification.html
https://f-droid.org/en/2026/02/24/open-letter-opposing-developer-verification.html
https://android-developers.googleblog.com/2026/03/android-developer-verification.html
https://f-droid.org/en/2026/07/01/adv-malware.html
https://f-droid.org/en/2026/07/01/adv-malware.html
https://lineageos.org/Developer-Verification/
https://developer.android.com/developer-verification

¥ inovex source: Android developer verification

What will change for certified Android devices?

e All apps are checked at installation time. Including apps from third-party
app stores.
e ADB installs are not blocked.
e App developers (not already on Google Play) must register on Android
Developer Console and accept the Terms Of Service.
e App developers must claim their package name (Conflicts are resolved)
e Two types of distributions:
o Limited distribution (no fee, no ID, up to 20 installs)
o Full distribution (ID, D-U-N-S number, 25% fee)
e Advanced flow: There is a process to sideload again. Various checks and
24-hour waiting time on your device.



https://developer.android.com/developer-verification/guides
https://developer.android.com/developer-verification/guides/android-developer-console
https://developer.android.com/developer-verification/guides/android-developer-console

¥ inovex image source: Android developer verification

Rollout is in stages, based on region/country

Timeline

We're announcing these changes early and incorporating developer feedback to help keep the Android ecosystem
safe and sustainable.

Milestone Details
August 2026 Developer APIs, limited distribution accounts, and power user advanced flow launch.
September 30, 2026 Regional deadline in Brazil, Indonesia, Singapore, and Thailand for participating app stores.

2027 and beyond Global rollout for all certified Android devices.



https://developer.android.com/developer-verification
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User choice in sideloading Android Apps

image source: Android developer verification: Balancing openness and choice with safety

User choice in sideloading Android apps

Sideloading directly
from verified
developers

Sideload directly from developers
you know from their company’s
website or other channels

Nothing changes from today’s
user experience

Sideloading from
developers with
limited distribution
accounts
Sideload directly from

developers you know from
the channels they choose

Sideloading from
unverified developers
with advanced flow

Sideload unregistered apps with
extra safeguards that give you
critical time and space needed
to break the cycle of coercion



https://android-developers.googleblog.com/2026/03/android-developer-verification.html
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image source: Android developer verification: Balancing openness and choice with safety

Advanced flow for power users

Advanced flow for power users to sideload apps from unverified developers

Confirm you aren't
being coached

Yer, someone iy guiding me

Cancel

This is a quick check to make sure that

no one is coaching you into turning off
your security. While power users know
how to vet apps, scammers often pressure
victims into disabling protections.

Restart your phone
and reauthenticate

Security delay
required
Becane thes sottng recuces your devce’s

sacurity, 3 celay I8 required (0 continue

(O Pesan your device now 10 begin e
security delay

This cuts off any remote access or active
phone calls a scammer might be using
to watch what you're doing.

Come back after the
24-hour wait and verify

Security delay complete

You can row cantieus to change this setting

Contios

There is a one-time, one-day wait and then
you can confirm that this is really you
who's making this change on your device
via a biometric authentication (fingerprint

or face unlock) or device PIN. Scammers rely
on manufactured urgency, so this breaks
their spell and gives you time to think.

Enable the settings and
you're ready to install apps

Tuen on temporarily

> [ERSR—

Once you confirm you understand the risks,
you're all set to install unverified apps
indefinitely.

You'll still see a warning for safety, but you can
just tap “install Anyway.”



https://android-developers.googleblog.com/2026/03/android-developer-verification.html

¥ inovex source: lineageos.org - Developer Verification

LineageOS Statements

“How does this affect LineageOS and its users?
TL;DR: This will not affect LineageOS directly. But it may affect users running the stock ROM on their
device.”

“Why is Google doing this?

[...]

Google’s public justification is fraud and malware prevention: they claim over 50x more malware
comes from sideloaded/internet sources than from the Play Store, and that anonymous, disposable
developer identities let bad actors get caught, rebrand, and redistribute the same malware in hours.
They've also pointed to regulatory pressure (the EU’s DSA, India’s IT Rules, etc.) pushing platforms
toward developer traceability generally and framed the rollout order (fraud-heavy markets first: Brazil,
Indonesia, Singapore, Thailand) as evidence the fraud rationale is the actual driver rather than a
pretext.”


https://lineageos.org/Developer-Verification/
https://www.androidauthority.com/android-developer-verification-requirements-3590911/

¥ inovex source: Keep Android Open

Keep Android Open

“Starting in 2027*, a silent update, nonconsensually pushed by Google, will block every
Android app whose developer hasn't registered with Google, signed their contract, paid
up, and handed over government ID.

Every app and every device, worldwide, with no opt-out.”

“If Google can retroactively lock down billions of devices that were sold as open
platforms, every hardware manufacturer on the planet is watching.”


https://keepandroidopen.org/

¥ inovex

Summary: Android Developer Verification will come

e Currently, there does not seem to be enough pushback against
ADV.

e Advanced Flow for power users exists.

e There are still at a lot of unknowns how it will affect the F-Droid
Store (source) and apps installed by it.

e The Android ecosystem is moving more towards the Apple i0S
(“walled garden”) ecosystem. There, all app developers must also
register with Apple.


https://f-droid.org/en/2026/07/01/adv-malware.html

© inovex

Changes for Android
Android Assistant APIs



¥ inovex further reading: Epic Games v. Google - Wikipedia

Google vs Epic Games - Timeline

[...]

2024-10-07:
e  blog.google - Why Google is appealing the U.S. Epic Games verdict
“even though, unlike i0S, Android is an open platform that has always allowed for choice and flexibility like
multiple app stores and sideloading.”

2026-03-04:
° android-developers.googleblog.com - Android Developers Blog: A new era for choice and openness
° epicgames - Google’s Changes Will Open Android Devices to Competition - Epic Games

2026-08-10:
° gizmodo - Google Finally Adds a Competing App Store to Google Play After Years-Long Battle With Epic

(The app store is Aptoide Games)

See timeline in support.google.com - An update regarding Google Play's policies for developers serving users in the US



https://en.wikipedia.org/wiki/Epic_Games_v._Google
https://blog.google/company-news/outreach-and-initiatives/public-policy/epic-games-verdict-appeal/
https://android-developers.googleblog.com/2026/03/a-new-era-for-choice-and-openness.html
https://www.epicgames.com/site/news/googles-changes-will-open-android-devices-to-competition-benefiting-developers-and-consumers
https://gizmodo.com/google-finally-adds-a-competing-app-store-to-google-play-after-years-long-battle-with-epic-2000796494
https://aptoide-games.en.aptoide.com/app
https://support.google.com/googleplay/android-developer/answer/15582165?hl=en

¥ inovex source: Android Developers Blog: A new era for choice and openness

Google vs Epic Games - Changes

e Other App Stores are installable with the Google Play Store
officially

e Google reduces Google Play Store service fees

e Google cannot prohibit/forbid third-party app developers to
promote other install methods and paying processes.
Nevertheless there is a service fee per transaction.

e Only for the US market


https://android-developers.googleblog.com/2026/03/a-new-era-for-choice-and-openness.html
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EU DMA Action: Google needs to open up APIs for
third-party App Developers

Digital Markets Act (DMA)

“On July 16, 2026, the European Commission adopted a decision under
the DMA that requires Alphabet (Google’s parent company) to open up
eleven Android features, including always-on wake word detection,
ambient sensor access, and screen automation - to all assistants, on
equal terms.”

Target goals Android 18 (2027) and Android 19 (2028).

Source: www.openhomefoundation.org - A big win for Android
interoperability (2026-07-31)



https://www.openhomefoundation.org/blog/a-big-win-for-android-interoperability/
https://www.openhomefoundation.org/blog/a-big-win-for-android-interoperability/
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¥ inovex UnifiedPush

UnifiedPush: the old kid in town

Replacement for Push Notifications provided by Google Mobile Services (GMS) for
non-Android certified devices (or for more privacy) has seen increased interested.

See talks:
e Push-Benachrichtigungen. Dezentral und OpenSource (2026-08-15)
e UnifiedPush - Push notifications. Decentralized and Open Source (January

2026)



https://unifiedpush.org/
https://programm.froscon.org/froscon2026/talk/dd149428-7db9-44b8-8fa2-d023a4940bb9/
https://fosdem.org/2026/schedule/event/7HJJS7-unifiedpush_-_push_notifications_decentralized_and_open_source/

¥ inovex additional source: heise.de - Paying without Google: New consortium wants to remove

custom ROM hurdles

UnifiedAttestation: the new kid in town

Replacement for Google’s Play Integrity. Needed by some
banking/wallet apps.

Proposed by Volla Systeme with others in March 2026
See

o Unified Attestation homepage

o VCD26-UnifiedAttestation.pdf (2026-02-09)
There is a dispute with GrapheneOS developers about the
architecture (source 1, 2). They prefer a concept called Hardware
attestation.

Not much activity in the source code repos since launch.



https://heise.de/-11204037
https://heise.de/-11204037
https://volla.online/en/index.php
https://uattest.net/
https://volla.online/de/resources/Documents/VCD26-UnifiedAttestation.pdf
https://x.com/GrapheneOS/status/2033572436860674551
https://mastodon.social/@volla/116238706890314617
https://grapheneos.org/articles/attestation-compatibility-guide
https://grapheneos.org/articles/attestation-compatibility-guide
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Main takeaway from this talk:

Hopefully, you got a good overview of what is
going on.

(Quite a lot is based on legal actions
from other companies or states.)
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Nearly the end of the talk

Time for
e questions,
® answers and
e discussions.

Now or later in the hallway (I have cookies :-)!

License for slides: CC BY 4.0 (Attribution 4.0 International)
LLMs used for grammar and spell checking.



https://creativecommons.org/licenses/by/4.0/

Stefan Lengfeld

Embedded Software Developer

stefan.lengfeld@inovex.de
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Abstract:
The Changing State of Openness in Android

Date&Time: 16.08.2026 16:15-17:15

Room: HS 8
Schedule: link to schedule
Subtitle: What has happened? Where is it heading to? And how does the community adapt?

In this talk, I want to give an overview of the changes that Google has introduced in the past twelve months in the
Android ecosystem and how they are affecting Android users, device manufacturers, custom ROM maintainers and the
open-source community in general. Furthermore, I want to explore the possibilities of how the community can and is
already adapting to the changing landscape.

Last year, Google announced the introduction of Android Developer Verification and upcoming restrictions for Android
Application sideloading on Android-certified devices. This caused a wave of opposition in the open-source community
and led to the creation of the "Keep Android Open" initiative. Projects like UnifiedPush, have seen an increased interest
and ideas for a Unified Attestation framework are emerging. Apart from that, there are further changes that Google has
made to the development process of the AOSP that affect AOSP developers and custom ROM maintainers, like
LineageOS or GrapheneOS. For example, the Pixel phone was dropped as a reference device from the AOSP tree and the
count of security patch releases was reduced. In this talk, I want to discuss these examples, along with other
developments that have occurred over the last twelve months.


https://programm.froscon.org/froscon2026/talk/2ea3fdee-d4e7-4ae0-b6fb-195bf1d080ec/

