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In drei einfachen Schritten die eigene WebApp sicher entwickeln
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Motivation



What are current challenges in Dev(Sec)Ops?

v

process/culture is based on the development team

rapid, practical programming conveyance

~

improved, also proactive security is needed

~

supply chain-attacks with increasing complexity

~

&
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What actually constitutes DevOps?
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How can we develop DevOps further?

DevOps moving at rapid pace
— traditional security just can’t keep up

DevSecOps
» easier to manage rapid pace of development
» management of large scale secure deployments
— allows much smoother scaling
security as part of process is the only way to ensure safety

&
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DevSecOps



What is DevSecOps

striving “Secure by Default” Development

» integrated security via tools oA

and Updates

DevSecOps

Operations
Reliability Security
Performance CIA-Principle

» security as code culture

» promote cross skilling

Scaling

N
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Key elements of DevSecOps

>

&
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application/API Inventory

custom & Open-Source Code Security

runtime Protection

compliance monitoring

cultural factors

10



Shifting Left saves cost & time

Test Staging Production

— B8 —
70
Cost & time required to find and identify problems

Shift Security Left

N

i n OV eX Source: K. Haug. Shift Left: The Rise of DevSecOps. logix 2020. 1 1



Injecting Sec in DevOps

Artifact
Repository

Build Artifacts
versioning against
code commits

b Cl/CD Server \

Pre-Build Post-Build

T
Static Application Dynamic

Developer Cod.e
Repository

Pre-Commit

Security S Manual Web Security in laac
Testing(SAST) S::cp it Application Compliance as
Source ity Pentesting Code

Composition fenaie Business Logic Alerting &
Analysis (SCA) Flaws Monitoring

Secrets
Management

Hooks
IDE Plugins

Vulnerability Management

N

1 Source: A. Shrivastava. DevSecOps What Why and How?. In blackhat USA 2019.
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What tools are available?

1 Source: A. Shrivastava. DevSecOps What Why and How?. In blackhat USA 2019.
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What tools are available?

N

1 Source: A. Shrivastava. DevSecOps What Why and How?. In blackhat USA 2019.
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What are the issues with these tools?

»  Which one should | use for my problem?
» every environment is different

» advanced tooling requires
— a lot of knowledge
— complicated configuration
— differentiation of false/positive rate
&  —largeinvestment costs

inovex
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Which tools do | use to achieve quick results?

» using beginner tools first Why?
— quick win with a lot of benefits
— no complex configuration is needed
— can be used in roughly every environment

focus on:

» secret management
» dependency updates

o) error tracking

inovex
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Secrets Management: Problems

» often credentials are stored in config files
» leakage can result in abuse scenario

» secrets management allows you to tokenize the
information

&
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Secret Management: Solution

» prevent leaking of sensitive information
— before commit/push to repository

— never share secrets via instant messaging apps, etc.

How to handle secrets than?
» using dedicated software to share secrets with ease
— based on gpg
— easy to use and to manage receptions of secrets

&
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Secret Management: pre-commit hooks

» sensitive information often erroneously leaked due to
accidental git commits

— access keys, access tokens, SSH keys, etc.
— pre-commit hooks on developer’s side avoid that

Important:

» iIf developers want they can circumvent this step hence
use it like a defense in depth but don't fully rely on it

&
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Practical Example:
pre-commit hooks with gitleaks
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Practical Example: detect-secrets

usage with pre-commit framework
— https://github.com/pre-commit/pre-commit

and adding gitleaks

repos:
— repo: https://github.com/zricethezav/gitleaks
rev: v8.2.0
hooks:
— 1id: gitleaks

N
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https://github.com/pre-commit/pre-commit

N

Practical Example: gitleaks as pre-commit hook

via https://github.com/zricethezav/gitleaks

— scanning with gitleaks detect
— uncommitted changes in repository: gitleaks protect

— Github Actions also possible

inovex
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https://github.com/zricethezav/gitleaks

Practical Example: gitleaks with Github Actions

Ho e host environment variable
DBHostEnv string =
/ DBPortEnv is the
DBPortEnv string =
DBNameEnv is the
DBNameEnv string =
// Env is the datc
DBUserEnv string =
DBPasswordEnv is the d
DBPasswordEnv string =
/ DBSearchPathEnv is the

DBSearchPathEnv string =

DB

// PostgreSQLDSN is a PostgreSQL datasource name
type PostgreSQLDSN struct {

Host string

Port int

DBName string

‘\ SearchPath string
" datastore/datastore.go [+]
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Practical Example:
Secret Management with gopass
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Practical Example: gopass

via https://eithub.com/gopasspw/gopass

git by default

easier management of recipients with gpg
binary data can also be stored

working on all OS

vV

example:
https://github.com/theexiile1305/meetup-devsecops-gopass

A
g
Inovex
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Management



Dependency Management: Problems

» product can be malfunction

» able to use new features added in the latest versions
» security issue fixes can be missed or delayed

» reduce maintenance overheads of old versions

& > bugfixes are often contained in the new versions

inovex 29



Dependency Management: Solution

Requirements:

» automated pull request
» overview of release notes
» maybe adoption, age and passing criteria

Basic prerequisite:
» basic Cl
» tests should consists on unit/integration/security level
» test sufficiently qualitatively as well as quantitatively

A
@
Inovex
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Practical Example:
Dependency Updates with
renovate/depfu/dependabot

&
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Practical Example: Dependency Updates

via https://github.com/theexiile1305/meetup-devsecops-mw

» several tools are available depending on tech-stack
—s renovate, depfu, dependabot
— renovate enables self-hosted version

» automated creation of pull requests with
— release notes
&  —age, adoption, passing and confidence measurements

inovex 32
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Practical Example: Dependency Updates

N
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Configure Renovate #3

PRV theexiile1305 merged 1 commit into main from renovate/configure (L) 6 hours ago

Q) Conversation 0 - Commits 1

) Checks 0 [B) Files changed 1

renovate bot commented 6 hours ago Contributor @) -+

Welcome to Renovate! This is an onboarding PR to help you understand and configure settings before regular Pull Requests
begin.

B To activate Renovate, merge this Pull Request. To disable Renovate, simply close this Pull Request unmerged.

Detected Package Files

gradle.properties (gradle)

settings.gradle.kts (gradle)
o build.gradle.kts (gradle)

gradle/wrapper/gradle-wrapper.properties (gradle-wrapper)

Configuration Summary
Based on the default config's presets, Renovate will:

« Start dependency updates only once this onboarding PR is merged
« Enable Renovate Dependency Dashboard creation.

If Renovate detects semantic commits, it will use semantic commit type fix for dependencies and chore for all others.
« Ignore node_modules , bower_components , vendor and various test/tests directories.

+ Autodetect whether to pin dependencies or maintain ranges.

« Rate limit PR creation to a maximum of two per hour.

« Limit to maximum 10 open PRs at any time.

« Group known monorepo packages together.

« Use curated list of recommended non-monorepo package groupings.

« A collection of workarounds for known problems with packages.

{8 Would you like to change the way Renovate is upgrading your dependencies? Simply edit the renovate. json in this

branch with your custom config and the list of Pull Requests in the "What to Expect" section below will be updated the next
time Renovate runs.

What to Expect
With your current configuration, Renovate will create 3 Pull Requests:

» Update ch.qos lassic to v1.2.11

» Update dependency gradle to v7.5

» Update dependency io.sentry:sentry to v6.3.0

Edit | <> Code v

Reviewers 3
No reviews
Assignees @

No one—assign yourself

Labels @
None yet

Projects e
None yet

Milestone @
No milestone

Development @

Successfully merging this pull request may close
these issues.

None yet

Notifications Customize

R Unsubscribe

You're receiving notifications because you're
watching this repository.

1 participant

B Lock conversation

33



Practical Example: Dependency Updates

Update dependency io.sentry:sentry to v6.3.0 #7 Edit | <> Code -

renovate wants to merge 1 commit into main from renovate/io.sentry-sentry-6.x (3

Q) Conversation 0 -~ Commits 1 E} Checks o Files changed 1 +1-1mm
@ renovate bot commented 2 hours ago Contributor | @) +++ Reviewers ]
No reviews

Still in progress? Convert to draft

This PR contains the following updates:

Assignees 8
" " " No one—assign yourself
Package Change Age Adoption Passing Confidence oy
lo.sentry:sentry | (838E8) -> (IR oot o
None yet
Release Notes Projects 8
2 None yet
» getsentry/sentry-java
Milestone @
Configuration Nomilostone)
v A ion - i i - i »
% Schedule: Branch creation - At any time (no schedule defined), Automerge - At any time (no schedule defined). Development @&
@ Automerge: Disabled by config. Please merge this manually once you are satisfied. Successfully merging this pull request may close
these issues.
- " ; n
(¥} PR conflicted, or you tick the rebase/retry checkbox. None yet
R\ Ignore: Close this PR and you won't be reminded about this update again.
Notifications Customize

R Unsubscribe
[ If you want to rebasej/retry this PR, click this checkbox. You're receiving notifications because you're
watching this repository.

| This PR has been generated by Mend Renovate. View repository job log here. 0 participants

" ©- . Update dependency io.sentry:sentry to v6.3.0 Verified d67e403

inovex
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Practical Example: Dependency Updates

seclab > devsecops > Merge requests > 13

Update dependency org.springframework.boot:spring-boot- | et :
starter-parent to v2.7.2

19 Open Michael Fuchs requested to merge renovate/spring-boot (3 into master 2 minutes ago

Overview 0 Commits 1 Pipelines 1 Changes 1

This MR contains the following updates:

Package Change Age Adoption Passing Confidence
org.springframework.boot:spring-boot-starter-parent 2.0.1.RELEASE -> 8a | [ & [neutral |
(source) 2.2

Release Notes

¥ spring-projects/spring-boot

v2.7.2

Compare Source

:lady_beetle: Bug Fixes

Publishing a docker image to a private registry fails without authentication #31824

In a non-reactive application, health indicators in a parent context are not found #31818

Dependency management for Derby is incomplete #31814

ApplicationPid doesn't log a warning if it takes a long time to return #31810

‘\ A router function with attributes causes /actuator/mappings to return a 500 response due to an UnsupportedOperationException #31806
" InstanceAlreadyExistsException when using Actuator with muitiple context and JMX enabled #31804

inovex CE N N N P SR S D N R, 0 O S O S - OO =I5 T -



Error Tracking



Error Tracking: Problems

» trail of events that lead to errors

» releases provide visibility to which errors were
addressed and which were introduced for the first time

» quickly identify performance issues before they become
downtime

o) enhancement of application monitoring with context
inovex 37



Error Tracking: Solution

» central management of errors with
— enrichment with click path and/or user behavior
— especially from client side perspective

» Iintegration to other tools
— e.g.: repository, management of tasks, Cl/CD,
communication, etc.

& > alerting whenever peak of unknown errors happen

inovex



&

inovex

Practical Example:
Error Tracking with Sentry
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Practical Example: Error Tracking with Sentry

Bl meetup-devsec..
M 5 Issues >
AllUnresolved 2  ForReview @ Ignored Saved Searches v
@ Issues
4Lktorv 3 AlEnvy (£ 14D v Q_ |is:unresolved X 2 4+ 32
O 1l LastSeen v GRAPH: 24h 14d EVENTS USERS ASSIGNEE
B O lllegalStateException com.example.RoutingKtSconfigureRo...
5 0 & v

This is a test exception

New Issue = [4KTOR-2 (® 13min ago | 7hrold

1 0 o v

B O NullPointerException com.example.RoutingKt$configureRo..

New Issue 4KTOR-1  (® 7hrago | 7hr old

Showing 2 of 2 issues

oH
40
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Practical Example: Error Tracking with Sentry

&

inovex

M meetup-devse:

@ Issues

Issues > [4 KTOR-2

lllegalStateException com.example.RoutingKt... ' Newlissue
® This is a test exception

V Resolve v g Ignore v [ MarkReviewed OpeninDiscover ~© Sharev 0

Detalls Activity 0D  UserFeedback 0  Attachments Tags Events Merged Issues

Event af46c776e26343f393d64a271d33e2f4 | ISON (354 | 1 ' gger

KiB)
Jul 28, 2022 2:40:25 PM UTC

TAGS
° 5 Oracle Corpor...
Unknown User > i Unknown Bro... P
; / Version: 1.8.0_33..
environment | production | | level | error | | runtime | Oracle Corporation 1.8.8_332-heroku

runtime.name

server_name heroku.com

EXCEPTION (most recent call first) m Raw

lllegalStateException

This is a test exception

com.example. ting$1$1@ in i at line 18
com.example.RoutingKtSconfigureRouting$1$1 v invoke (01

ioktor.server.routing i 1$1@ in

io.ktor.server.routing.Route$buildPipeline$1$1% in invoke ()1

io ktor.util.pipeline.SuspendFunctionGun 2 in loop at line 123
ioktor.util.pipeline.SuspendFunctionGun @ in proceed at line 81

ioktor.util.pipeline. n _utils a

ioktor.util.pipeline. Pipeline execute a

io.ktor.server.routing.R i 1 n atline 478
io.ktor.server.routing.R i 1@ in invoke (1
ioktor.utildebug.ContextUtilskt @ in initContextinDebugMode at line 17
ioktor.server.routing.Routing @ in executeResult at line 174

EVENTS USERS ASSIGNEE

5 0 & v

Similar Issues

B3 Anenv M
Ownership Rules

Create Ownership Rule

LAST 24 HOURS
5

LAST 30 DAYS
5

LAST SEEN

13 minutes ago

FIRST SEEN

7 hours ago

RELEASES

See which release caused this issue >

ISSUE TRACKING

) LinkGitHub Issue +
Tags

environment production 100%
level error 100%
e
runtime poral 100%
[ ]
runtime.name acle Corporation 100%
]
server_name 409-9f.. 60%

41



Practical Example: Error Tracking with Sentr

GitHub Issue

Create Link

GitHub Repository *

meetup-devsecops-mw

Title *

tion: This is a test

Description

Sentry Issue: [KTOR-2](https:/sentry.io/organizations/meetup-devsecops-
inovex/issues/3460684660/?referrer=github_integration)

IllegalStateException: This is a test exception
at
com.example.RoutingKt$SconfigureRouting$1$1.invokeSuspend(Routing.kt:18)
at com.example.RoutingKt$configureRouting$1$1.invoke(Routing.kt)
at com.example.RoutingKt$configureRouting$1$1.invoke(Routing.kt)
ol nSA8A s i ba s imma Al Pas b 12849 £)

Assignee

Unassigned

Create Iss

N
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Outlook
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Static Application Security Testing (SAST)
— static code analysis that checks for pattern
— point of source code and often give feedback

Dynamic Application Security Testing (DAST)
— block bock testing
— requires functioning product/application

— based on libraries of automated attacks, fuzzying, etc.

43



Key Takeaways

» Security is everyone responsibility

» Embrace security as an integral part of the process
— use feedback to refine the process

» DevSecOps is not a one size fit all
— your mileage will vary

&
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Vielen Dank!

Michael Fuchs
Software Developer at
Application Development

inovex GmbH
Ludwig-Erhard-Allee 6
76131 Karlsruhe

michael.fuchs@inovex.de
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