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What is AMP?

e Multiple non-interchangeable cores on one SoC
o Each core runs its own software context
(individual OS instances, different OSs, or bare metal)
o Statically assigned roles, (mostly) private memory, explicit IPC
e In contrast, SMP: one kernel, all cores are treated equal, threads migrate freely
e The asymmetry reflects in the software, not necessarily in the hardware

o Different cores are typical for AMP, but they do not define AMP
o big.LITTLE under one Linux scheduler is still SMP

Asymmetric Multiprocessing ;
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Usage Scenario

Everything started with a few requirements:
1. Linux on application core

2. Zephyr on realtime core

3. Zephyr must be operational asap

4. Target SoC is a NXP i.MX8MP

Figure 1: Toradex Verdin iMX8M Plus Figure 2: Toradex Mallow Carrier Board 0
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Let’s have a look

(IEEE1149.6)| Clock Source

LPDDR4/DDR4

Arm Gortex A53 Debug Glock & Reset
MPCore Platform
feey
Gz o]
NAND FLASH fea] s
Flash
Audio DSP Core_ RCOse
Internal Memory [532KB ] 05 45KB
Y Drow ek
e A Cortox T SORAVL A Z56k5 | | [AP Pereas S
ROM 256KE £ ot — SOHCE] lemcresD)
H @] OcoTP MMC/SD
Securly o[ T30 sbxc
2 Smart DWA @
2 TOM 256KB 'SDMA
H ENET Qos use
GsU s it TSN (dovihost)
< Sy [AVBENET |
SNVS(RTC) "Multi-Core Unit i PCle v3.0 -
[Shared Perpherats| CANTOE fforioorigoom]
SEMAPHORE SCSPI3) = Ethemet
gy e e i Lo
LCDIF(3) T 6CSPI3) PCle Bus
s _[* "]
P )
Wiachine Learing
Camera |<-> C o] NPU Timers. (e
WHOGE
= = TONMUX
— [Tormp Monfor]

Figure 3: Block diagram of the i.MX8MP. Reference Manual, Rev. 3, 08/2024.
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Let’s have a look - The two platforms of interest
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Figure 4: Cores, caches and TCMs are grouped into platforms.
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Platform starting order

A look into the hardware manual reveals:

IOMUXC_GPR_GPR22 field descriptions

Field Description
3116 This field is reserved

154 This field is reserved

3 Gate off CM7 helk
GPR_M7_HCLK_
GATEEN |0 gateon
1 gateoft
2 Gate CM7 holk automatically
GPR_M7_HCLK_
AUTO_GATE_ [0 depends on the value of GPR_M7_HCLK_GATE_EN
EN 1 ignore the value of GPR_M7_HCLK_GATE_EN

1 This field is reserved.
CM7 in wait mode
GPR_M7_
CPUWAIT [0 donot let CM7 enter wait mode
1_let CM7 enter wait mode
| | | | |
3034 0058 |General Purpose Register 22 (IOMUXC_GPR_GPR22) ‘ 32 ‘ RW ‘uooo,ooom| Bf;g-fm ‘

Figure 5: On the i.MX8MP, the M7 is held in reset by default..

— M7 remains in reset until started from elsewhere

Asymmetric Multiprocessing - Hardware Platform
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Obvious next step: Check Zephyr Documentation

Good news: the board is supported
It is "Not actively maintained"

But: It's still listed on the Zephyr website
— Seems to pass the CI on github

And: There is an example on how to run the M7
from u-boot!

ext4load mmc 2:2 /<path-to-binary>/zephyr.bin
cp.b 0x7e0000 <size_of_binary_in_bytes>
bootaux 0x7e0000

Listing 1: Loading and starting the M7 from u-boot

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7
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A quick test: We have a Zephyr shell

[Stefan@ALUSKR ~ % tio /dev/serial/by-id/usb-FIDI_FT232R_USB_UART_ASQXTBFJ-1fe@-portd
[88:54:24.626] tio 62083fd

I 4.626] Press ctrl-t q to quit

[(88:54:24.808] Connected to /dev/serial /by-id/usb-FTDI_FT232R_USB_UART_A9QXTBFJ-if86-portd
[*** Booting Zephyr 0S build v4.4.8 ***

[(86:86:60.860,08] <inf> openanp_rsc_table: Starting application threads!
[06:00:00.609,000] <inf> openamp_rsc_table: OpenAMP[renote] Linux responder deso started

luart:~§ [80:00:04.962,080] <inf> openamp._rsc_table: OpenAMP[renote] Linux sample client responder started
I 4.902,808] <inf> openanp_rsc._table: OpenAMP[renote] Linux TTY responder started
[80:00:04.962,080] <inf> openamp_rsc_table: OpenAMP[remote] Linux sample client responder started

[60:00 : 02,080] <inf> openanp_rsc_table: OpenAMP[renote] Linux TTY responder started

luart:~§

Figure 7: Zephyr shell, grabbed from UART 1.

Figure 6: Hardware setup with UART 1 and 3 connected.

— Zephyr compiles and works as expected

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 . :
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What is OpenAMP

e Protocol stack for AMP systems (from

tOp to bOttom): /Main (Linux kerneh Remote \
o rpmsg — service announcements
p g / FW remote Load FW Resource
endpoints J oroc | Forse resourcés | Table
[Start, Stop

o virtio — interprocess communication . o o
. . irtio irtio

o libmetal — hardware abstraction Memory
o

e Mainly built for MMU-less platforms — S -

open-amp

e Implements both possible roles

(master or slave) \ /| maitox |\ = 4

Figure 8: Here Linux loads the image (FW) to the remote.

10 Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP . "
mnovex



libmetal

e Provides a common API for system-level operations:
o Registering interrupt handlers
o Accessing shared memory when a MMU is present
o Cross-platform locking mechanisms
e Foundation of OpenAMP
— Keeps OpenAMP fully hardware-agnostic

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP . ;
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virtio

Standardized interface for virtual devices

Appear as regular peripherals to the host

Supported transports:

o PCI Bus (most common, device appears as PCI(e) device)

o MMIO (used when no PCI is available, device interface is memory-mapped)
o Channel I/O (used when neither PCI nor MMIO is available, e.g. S/390)
Supports a broad range of device types:

Network device

Console device

rpmsg

Input device

[¢]

O O O O

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP ;
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rpmsg

e Messaging bus implemented on top of virtio
e On Zephyr: used for dynamic name service announcements

rproc_virtio_create_vdev(

rsc_table,

000)
. struct struct g rd
t t d t . P . t
Struct rpmsg_endpoin = rpmsg_device [ virtio_device [€ viree

rpmsg_create_ept (

rpmsg_virtio_get_rpmsg_device(

ey
name, rvdev)

cb, shared memory

L) rpmsg_init_vdev(

o00p
ns_cb,

)

Figure 9: Object chain built during rpmsg initialization.

g
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Enabling OpenAMP in Zephyr

e Comes as Zephyr module

e Requires Zephyr-specific libmetal fork (also comes as module)
e Very cool: Zephyr brings samples (more on the next slide)

manifest: CONFIG_OPENAMP=y
projects: CONFIG_OPENAMP_MASTER=N
- name: zephyr CONFIG_OPENAMP_RSC_TABLE=y
import: # oeo
name-allowlist:
- I'i bmeta'l Listing 3: related Kconfig symbols

- open-amp

Listing 2: west manifest excerpt

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP
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Interlude: How do Linux and Zephyr find each other?

¢ Resource Table

e Defined by Linux's remoteproc us2 ver u32 num

framework reserved header
o Implemented by the remote device 432 offset[0]  §u32 offsetnum-1]
o Typically placed in special ELF section u32 type dagg[][ i oy
e Goa:

o Remote device shall tell Linux what it needs
o Linux’s driver reports back when ready

Figure 10: Layout of the resource table

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP "
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How Zephyr populates the resource entries

struct fw_rsc_vdev

u32 type
// one of:
enum fw_resource_type { ==RSC_VEDV(3)
RSC_CARVEOUT =0, /1 |
RSC_DEVMEM =1, J u32 id
RSC_TRACE = Ay
RSC_VDEV =3 / e
RSC_LAST = 4: u32 notifyid struct fw_rsc_vdev_vring
RSC_VENDOR_START = 128, / —
RSC_VENDOR_END =512, |/ u32 dfeatures ¥
}s K u32 da
u32 gfeatures .
& ¢ u32 align
. S two instances,
u32 config_len V. w32 num }_ vringo and
i — vringl
U8 |nun_of us
status| 'y qings| reserved(2] |/ u32 notifyid
struct
fw_rsc_vdev_vring u32 pa
vring[] rJ
Figure 11: One vring for each direction. If RAM_CONSOLE is used: additional RSC_TRACE.
Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP ;
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Handshake via Resource Table

e First of all: CONFIG_OPENAMP_COPY_RSC_TABLE=y

e Zephyr and Linux rendezvouz via the status field
o Zephyr
o first initializes an rpmsg endpoint, then

o waits by polling rproc_virtio_get_status() until
o the VIRTIO_CONFIG_STATUS_DRIVER_OK bit is set

e Linux

o probe()sthe rpmsg_virtio driver with virtio_dev_probe(), which
o calls virtio_add_status(dev, VIRTIO_CONFIG_S_DRIVER_OK)

Only works if resource table is in shared memory before Linux driver is loaded

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP "
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Load model vs. attach model

power_on_reset()

Bootloader

Linux

Figure 12: Load model: M7 started by Linux

:Cortex-A53

|_ ] toad_kemelo

boot()

|_] toad_m7_imageq

|| deploy_m7_imageq

release_m7()

Handshake

v

:Cortex-M7,

power_on_reset()

Bootloader

Linux

M7 Application
(Zephyr)

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP

:Cortex-A53 :Cortex-M7

load_m7_image()

deploy_m7_image()

release_m7()
load_kernel() H
boot()

1 M7 Application
Handshake i (zephyr)

Figure 13: Attach model: M7 started by u-boot
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Zephyr samples for OpenAMP

samples/subsys/ipc/openamp_rsc_table
A lot of board definitions, also for the i.MX8MP EVK
But: not for the Toradex Verdin

And: subsystem documentation only describes the load model
However: we can salvage board configs and devicetrees

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP "
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Inter-processor Interrupts

e Both platforms need a way to interrupt each other

Message Unit (MU)

Channel 0

Channel 1

Channel 2

Channel 3

X
<=
X
<=
X
o<
X
<

e General options: " |
o Instruction set feature R
o Hardware FIFOs / Mailboxes
o Hardware Semaphores = s
o IPI Facilities o [

e On i.MX8MP: Messaging Unit (MU) R
o Two sides, A (A53) and B (M7) R
o Four independent channels >
o One Pair of TX/RX registers per channel "X
o 32 bit per channel

(GRS )]

apIS-v

Figure 14: Simplified layout of the Messaging Unit.

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange
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Message Unit: Zephyr and Linux device tree excerpts

&mailbox0 { imx8mp_cm7: imx8mp-cm7 {
status = "okay'"; compatible = "fsl,imx8mp-cm7'";
}s clocks = <&clk IMX8MP_CLK_M7_CORE>;
fsl,auto-boot;
Listing 4: On Zephyr, MU is active by default mbox-names = "tx", "rx", "rxdb";

/* MU channels, encoded as <&mu type index>:
* type 0=tx, 1=rx, 3=rxdb; index = MU register num
* tx <&mu 0 1> Linux -> Zephyr via channel 1
* rx <&mu 1 0> Linux <- Zephyr via channel 0
* rxdb <&mu 3 1> rx doorbell on channel 1 x/
mboxes = <&mu 0 1>, <&mu 1 0>, <&mu 3 1>;
/* We need these later, but they belong here: x/
memory-region = <&vdevObuffer>, <&vdevOvring0>,
<&vdevOvringl>, <&rsc_table>;

Listing 5: Linux side

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange . :
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Linux has expectations...

¢ Linux always transmits on channel 0
¢ Linux always receives from channel 1

e This is hardcoded in remoteproc_core.c#rproc_alloc_vring()
— Not only applicable to i.MX8, but general behavior!

e This means: The Zephyr side needs to adapt!

2 Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange . "
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How Zephyr's openamp_rsc_table sample handles this

static void platform_ipm_callback( CONFIG_OPENAMP_RSC_TABLE_IPM_RX_ID=0
const struct device xdev, CONFIG_OPENAMP_RSC_TABLE_IPM_TX_ID=1
void *context, uint32_t id,
volatile void *data) Listing 7: TX path: required Kconfig symbols
{
LOG_DBG( ,
__func__, 1id);

k_sem_give(&data_sem);

}

Listing 6: RX path: the sample accepts kicks from any MU channel

The i.MX8MP EVK defconfig has it the other way round: RX_ID=1, TX_ID=0

23 Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exch . :
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Some more important Kconfig for Zephyr

CONFIG_IPM_IMX_MAX_DATA_SIZE_4=y
CONFIG_IPM_IMX_MAX_DATA_SIZE_16=n

Listing 8: Linux expects a kick on one mailbox with a 32 bit value.

24 Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange
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Shared memory carveout

Shared memory is accessed by two different architectures (aarch64 and
armv7e-m)

Memory layout represents a contract both sides need to agree on
System device tree? Not ready yet

For now: manually maintain devicetrees for both sides

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange "
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Shared memory layout

Borrowed from other samples:

Start address Size Name Filled by Purpose

0x55000000 0Ox8000 vdevOvring® Linux M7 — A53 queue

Ox55008000 0Ox8000 vdevOvringl Linux A53 — M7 queue

Ox55010000 0x100000 vdevObuffer Linux romsg buffer pool (DMA pool)
0x55110000 0x1000 rsc-table Zephyr publishes its resource table here

26
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Zephyr and Linux device tree excerpts

shram: memory@55000000 {
compatible = "mmio-sram";

reg = <0Ox55000000 0x110000>;

13

rsc_table: memory@55110000 {
compatible = "mmio-sram';
reg = <Ox55110000 0x1000>;
13

Listing 9: Coarse grained regions on Zephyr

vdevOvring0: vdevOvring0@55000000 {
reg = <0 Ox55000000 0 Ox8000>; no-map;
33

vdevOvringl: vdevOvringl@55008000 {
reg = <0 Ox55008000 0 Ox8000>; no-map;
s

vdevObuffer: vdevObuffer@55010000 {
compatible = "shared-dma-pool";

reg = <0 0x55010000 0 0x100000>; no-map;

}s
rsc_table: rsc-table@55110000 {

reg = <0 0x55110000 0 0x1000>; no-map;
}s

Listing 10: Fine grained " /reserved-memory" on Linux

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange
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Integrating with u-boot

Zephyr image must be at well known location
Example: /1lib/firmware on rootfs

m7_image=/1ib/firmware/m7/zephyr.bin
m7_itcm_addr=0x7e0000
m7_itcm_size=0x20000

m7_boot=1if ext4load ; then
if test Ox -gt ; then
echo M7: too big for ITCM: 0x bytes max H
else
cp.b H
dcache flush; bootaux H
setenv tdxargs clk_imx8mp.mcore_booted=1;
fi;
else echo M7: failed to load 5 fi

Listing 11: An example for a load command in the u-boot environment

Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange - Integration and Result

Insert load comand into u-boot environment and make it execute automatically
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The result

Demo

20 Asymmetric Multiprocessing - Hardware Platform - Zephyr on the M7 - OpenAMP - Signalling and Data Exchange - Integration and Result . :
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Thank you!

Stefan Kratochwil
Embedded Software
Engineer

stefan.kratochwil@inovex.de
+49172/9817 860

Ludwig-Erhard-Allee 6
76131 Karlsruhe
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inovex in an IT project
center driven by innovation
and quality, focusing its
services on ‘Digital
Transformation’.

e founded 1999
e 500+ employees

o 7 offices across
germany

e 1 office in switzerland

e
s
(O xhcl-el

www.inovex.de
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Backup: Bootup of u-boot and Zephyr

-Boot SPL 2824.87-6+g1t.3¢772959501c (Jul B1 2826 - 18:67:18 +08ER)
DR configured as dual rank

£C0: RNG instantiated

ornal Boot

WDT:  Started watchdog38288688 with servicing every 1688ns (68 tineout)
rying to boot. fron BOOTROM

oot. Stage: Prisary b

Find ing info 6xi862Fog, size 1668

eed continue download 1624

-Boot 2624.87-B+git.3F772959581c (Jul B1 2824 - 18:87:18 +B86R)
CPU:  Freoscale L. WIBNP[8] revi.1 1660 MHz (running at 1268 HHz)
PU:  Industri xal temperature grade (-48C to 165C) at 420

eset cause: POl

RAN: 8 G1B

ore: 177 devices, 31 uclasses, devicetree: separate
DI sarta atcodSuzabo vit ervicgaary 0as (s caen

Lnadm ek foo W
ISSTNG TORADEX CONFIG BLOCK
lin:  serialg3sszeeen

ut:  serialg3esseaee

rr:  serialganssacen

odel: Toradex Verdin 1HXBN PLus WB on Verdin Developnent Board
ECB: RNG instantiated

et:  poagsix gpio-expander@2l: Error reading output register
thl: ethernet@38he6@d8, ethd: ethernet@3ebfagee [PRINE]

6744 bytes read in 3 ns (21.2 MiB/s)

i llo elf inage at address Bx887eaBoa

# Sta ng .lun]mv\‘ e stack = DXOMAICE, o = BKEARSITS. ..
t a stop_autoboo

SteranGIALIKR [tup] terninal_recording & tio [dev/serial/by-1a/usb-F1Dl_F1
2328 _USB_UART_AIQXTBF.J-

-portd

[11:16:29.601] tio 62083d
[11:16:29.661] Press ctrl-t

[11:16:29.730] Connected to /dev/senal/llv 10/ush-FIDI_FT2328_USB_UART_A90|
KTBFJ-1f88-portd

5% Booting Zephyr 0 bulld v4.4.8 ***

[09:08:68.808,000] <inf> openanp_rsc_table: Starting application threads!
(69:00:66.808,008] <inf> openanp_rsc_table: OpenHPremote] Linux responde
 demo started

uart:o$ 1

Figure 15: Two serial connections, one to each platform. Left: u-boot loading and starting the M7. Right: Zephyr shell coming up before Linux kernel boots.
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Backup: Zephyr shell over RPMsg

[0 ] Reached target System Time Set. Uart:- help
L0 ] pscrd tarat Tt Ploase press the <Tab> button to see all available comsands
[ 0 ] Listening on D-Bus Systen Message Bus Socket. You can also use the <Tab> button to prompt or auto-complete all conmands
Starting sohd.sosket.. or its subconsands.
K ] Listening on sshd.socket. You can try to call comnands with <-h> or <--help> parameter for more info|
K ] Reached target Socket Units rmation.
] Reached target. Basic Systen.
] Started Kernel Logging Service. Shell supports fallouing mota-keys:
] Started Systen Logging Service B0 Ty o et

1 Started Runs mender connit on each.atter test to validate the syst| ALt + (a key fror
bLease refor o shel) dosumentation for sore details

Starting D-Bus Systes Message Bus. .

Starting Netuork update service (proof-of-concept)... atlable consands:
[ 0 ] Started Serial Getty on ttymcl cloar  : Clear scroen.
[ 0« ] Started Serial Getty on ttyme2. date  : Date comands
[ 0K 1 Reached target Login Prompts. device : Device commands
denen : Read/rite physical nemory
fon. .. Usage
[ 06 ] Started D-Bus Systen Nessage Bus. Read aenory st adiress with optional width:
[ 0K ] Finished OpenSSH Key Generation devnen <addross> [<wldth>]
[ 0« ] Started User Login Hanagement Write nenory at address with nandatory Width and value:
devnen <address> <width> <value>
linovex Distro 1.8.8 dnovex-imi8np ttymxc2 help Prints the help nessage
history : Comnand history.
linovex-imxap Login: root kernel  : Kernel commands
lroot@inovex-incgap: & rea  : Tgnore lines beginning with 'ren '
lroot@inovex-in8ap:-# resize : Console gets terminal screen size or assuses default in case
Irootinovex-inxBup:~4 microcon /dev/LtyRPHSGE the

readout fails. It must be executed after each terminal width
[[00:66:64.893,808] <inf> openanp_rsc_table: OpenAMP[renote] Linux sample cl|change

lient responder started o ensure correct text display
[80:08:84.893,808] <1nf> openamp_rsc._table: DpenAWP[renote] Linue TIY respal retval : Print return value of most recent comsand
hdor startod shell  : Useful, not Unix-1ike shell conmands

Figure 16: Left: Fully functional Zephyr shell reachable from Linux at /dev/ttyRPMSGO. Right: the Zephyr shell on the serial terminal.
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