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Trust is good, control is better
A short story about Network Policies
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What can you expect 7

e Get anoverview about challenges with network policies

e Get anoverview on different aspects of testing /
validating your setup
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VVhy should | test my
network policies?




Why should | test my policies ?
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Why should | test my policies ?

Kubernetes doesn't implement the policies

kube-apiserver

Read NetPol
Implements them
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Why should | test my policies ?
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Why should | test?

Hard to read policies

spec: spec:
ingress: ingress:
- from: - from:
- namespaceSelector: | - namespaceSelector: |
matchLabels: matchLabels:
team: operations team: operations
podSelector: -and - podSelector: - or
matchLabels: matchLabels:
type: monitoring | type: monitoring |
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https://github.com/ahmetb/kubernetes-network-policy-recipes/blob/master/07-allow-traffic-from-some-pods-in-another-namespace.md
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Why should | test my policies ?

Component updates
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Why should | test my policies ?
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Why should | test my policies ?

Component updates
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What to test

o o
g

Conformance

Policy

s 2 Data Plane

- Effect of policies
- Synchronisation
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How to test

o o
g

Conformance

Policy

s 2 Data Plane

- Effect of policies
- Synchronisation
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Testing strategies
Copy-pod

kind: pod
apiVersion: vi1
metadata:
name: foo
namespace: default
labels:
app: foo
spec:
containers:
name: foo
image: foo:latest

kind: pod
apiVersion: v
metadata:
name : foo-test-copy
namespace: default
labels:
m app: foo
spec:
containers:
name: test

testing.framework:

“"wn

image: test/runner:latest
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Testing strategies

Docker networking

test-
runner

.
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Testing strategies

Linux namespaces

CGroup CGroup
IPC IPC

Network

underlying OS

test-

runner
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Manually

kind: NetworkPolicy
apiVersion: networking.k8s.i0/v1
metadata:
name: default-deny-all
namespace: default
spec:
podSelector: {}
ingress: []

kubectl exec -it foo -- wget -gq0 - --timeout=2
http://bar.default

wget: download timed out
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https://github.com/ahmetb/kubernetes-network-policy-recipes/blob/master/03-deny-all-non-whitelisted-traffic-in-the-namespace.md
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netassert

config.yaml
k8s:
deployment:
default:foo:
default:bar: TCP:80

ssh

https://github.com/controlplaneio/netassert

docker run
--net ...

default

node 1
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https://github.com/controlplaneio/netassert
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Hluminatio

results

illuminatio

a APl Server =

default

node 1
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Test case generation

Preface

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: demo

namespace: default
spec:
podSelector:
matchLabels:
app: prometheus

ingress:

isolated from every pod

except for those matching

&
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Test case generation

Two kinds of tests

spec:
podSelector:
matchLabels:
app: prometheus
ingress:
- from:
- podSelector:
matchLabels:
app: grafana

pod A
app=prometheus

pod B
app=grafana
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Test case generation

Multiple policies

spec:
podSelector:
matchLabels:
app: prometheus
ingress:
- from:
- podSelector:
matchLabels:
app: grafana

pod A

app=prometheus

pod B

team=ops
app=foo

spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
team: ops
namespaceSelector:

{}
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How do these tools complement

SDN
@ Policy Crg)lgt]ré)l mmmmmma Data Plane

‘ illuminatio / netassert

‘ / kubeaudit
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Recap

e Testyour assumptions!
e Regression testing makes your life easier

e Network Policies are still hard to get right
o Missing feedback
o Does it work for Services and Pods?
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