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Umgebung

https://www.flickr.com/photos/noaaphotolib/5578039998/

https://www.flickr.com/photos/noaaphotolib/5578039998/
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Volatile Infrastruktur

https://www.flickr.com/photos/burgtender/4052169876/

https://www.flickr.com/photos/burgtender/4052169876/
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Service Discovery

Pods, Nodes, Services A
P
I

targets.yml A
P
I

VMs

DNS
SRV, A, AAAA
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Simple

https://www.flickr.com/photos/nicokaiser/4667377944

https://www.flickr.com/photos/nicokaiser/4667377944
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Metriken sammeln und speichern

tsdb

Target
GET /metrics
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Hochverfügbarkeit

https://www.flickr.com/photos/rob-sinclair/2553517053

https://www.flickr.com/photos/rob-sinclair/2553517053/in/photolist-4TDrE6-24DiHbe-qcu74E-7TsXvd-c4ScUf-9mD6Hr-arKGYj-cNsrKN-2e1GbHM-qwR9tw-21M8rX8-23rhCAW-iXiVTC-51azB4-dDvyzm-dp6adZ-oaTkx2-Uc51L5-J5Ys9N-4DZTyy-e1upss-6bDVRb-7ewMVE-h1XTAm-7sTxTE-34LjfP-8K4oia-hoCuQP-W5siPp-YD1jo9-66xHGX-jaMWwn-PJdjcs-avZUVo-nTSGTF-pgu9hJ-jaQiE9-kyYSd3-dZRqf7-R23Jze-21QRL2N-RHERDH-rnJFEq-qjUAbk-Vgo5BN-4qoeBT-6RdQaK-9uZKV4-4wbFf1-6W6H4n
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Doppelt hält besser

Target

Target

Target

.

.

.
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Skalierbar

https://www.flickr.com/photos/rob-sinclair/2553517053

https://www.flickr.com/photos/rob-sinclair/2553517053/in/photolist-4TDrE6-24DiHbe-qcu74E-7TsXvd-c4ScUf-9mD6Hr-arKGYj-cNsrKN-2e1GbHM-qwR9tw-21M8rX8-23rhCAW-iXiVTC-51azB4-dDvyzm-dp6adZ-oaTkx2-Uc51L5-J5Ys9N-4DZTyy-e1upss-6bDVRb-7ewMVE-h1XTAm-7sTxTE-34LjfP-8K4oia-hoCuQP-W5siPp-YD1jo9-66xHGX-jaMWwn-PJdjcs-avZUVo-nTSGTF-pgu9hJ-jaQiE9-kyYSd3-dZRqf7-R23Jze-21QRL2N-RHERDH-rnJFEq-qjUAbk-Vgo5BN-4qoeBT-6RdQaK-9uZKV4-4wbFf1-6W6H4n
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Sharding
Prometheus

Target

Target

Target

.

.

.
Target
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Services

https://www.flickr.com/photos/bigshock/363611248

https://www.flickr.com/photos/bigshock/363611248/in/photolist-y8AXs-aXCr5M-ph2JM5-6atAnP-4urESk-sdye4P-fHSrUY-suAjLQ-pWsYX7-6Wt7HM-9LuJgk-prtNyw-dPqq5h-f5vYsC-4ZFHJS-21o2kKi-ro9bFT-9zwNHr-bdXcie-9qfhUd-bdXjki-4YmqJA-r6GMVY-26WVmRA-dg79zS-Dby7b3-f5gJVn-f9zK8a-fwiY8L-c1dcXC-8jqgov-rmbi5d-8UUGYM-CZFD62-bdXcQz-bobA2P-8fzcro-fpr7AK-c1detU-dg7k5S-q9vLTE-21PHVpo-rkYn7j-bdX4aT-6B4QtR-26B3vWf-22uDGyG-d7VzR3-mbiKqM-rptZfR
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Instrumentation

https://www.flickr.com/photos/nasa_ice/15163970050

https://www.flickr.com/photos/nasa_ice/15163970050/in/photolist-kuQfuD-8j7F3W-njpVm9-XHtmLj-ekWERk-p6ZiZu-9pYGMf-5rgCBN-hzY2za-RRnny8-81zaC5-VLAXZz-cPbRrN-cGyEmA-9nw9W3-9nt7zF-cGyHzf-kvQZS4-84ZRZb-kvQYxF-kvQu6T-cLPvH7-kvSCfJ-kvQXKi-cLPvvU-84xxTk-2e93Yir-RJzbaM-9pVFzx-9pYH7u-H61QG5-HUtT4a-zhMHqb-FYPBxq-yo55Qj-z3tXrb-r6zPEn-oDPS6Q-9nw9Ny-7QnADH
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Exporter

Operating System

Kubelet, Kube API, Kube 
Scheduler, etc..

Application

Database
mysql-exporter

node-exporter
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Metrik Format

http_count
{

}
731321

Name

Wert



 17

Metrik Format

# HELP Total Number of HTTP Requests
# TYPE http_count counter
http_count

{

}
731321

Dokumentation
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Metrik Format

# HELP Total Number of HTTP Requests
# TYPE http_count counter
http_count

{
handler="/ui/static",
instance="website-jas1kg1d-adjkm1",
job="pods",
service="website"

}
731321

Labels
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Metrik Format
# HELP node_disk_discard_time_seconds_total This is the total number of 

seconds spent by all discards.
# TYPE node_disk_discard_time_seconds_total counter
node_disk_discard_time_seconds_total{device="dm-0"} 0
node_disk_discard_time_seconds_total{device="dm-1"} 0
node_disk_discard_time_seconds_total{device="nvme0n1"} 0
node_disk_discard_time_seconds_total{device="sda"} 0
# HELP node_disk_discarded_sectors_total The total number of sectors 

discarded successfully.
# TYPE node_disk_discarded_sectors_total counter
node_disk_discarded_sectors_total{device="dm-0"} 0
node_disk_discarded_sectors_total{device="dm-1"} 0
node_disk_discarded_sectors_total{device="nvme0n1"} 0
node_disk_discarded_sectors_total{device="sda"} 0
# HELP node_cpu_seconds_total Seconds the cpus spent in each mode.
# TYPE node_cpu_seconds_total counter
node_cpu_seconds_total{cpu="0",mode="idle"} 100327.11
node_cpu_seconds_total{cpu="0",mode="iowait"} 167.2
node_cpu_seconds_total{cpu="0",mode="irq"} 1211.28
node_cpu_seconds_total{cpu="0",mode="nice"} 5762.09



Counter
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Zeit



Gauge
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Zeit



 

SLAs

● 99,9% aller Requests kürzer als 50ms

● 99,9% Verfügbarkeit

● 99,99% aller Request müssen erfolgreich sein
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Long Tail
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Long Tail
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Average 99,9%



PromQL

● Angelehnt an SQL

● Aggregation über Labels

● Mathematische Funktionen

● Range und Offset Selektoren
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PromQL
Aggregationen

Query:

sum by (service)(http_count{handler="/ui/static"} )

Beispiel:
http_count{handler="/ui/static",service="a",i="a"} 5

http_count{handler="/ui/static",service="a",i="y"} 5

http_count{handler="/ui/static",service="b",i="z"} 5

Resultat: 

{service="a"} =10, {service="b"} = 5
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PromQL
Funktionen

Request Rate pro Instanz:
rate(

http_count{handler="/ui/static"}[1m]

)

Aggregiert für jeden Service:
 sum by (service) (

rate(

http_count{handler="/ui/static"}[1m]))
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Histogram
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PromQL
Offset

Differenz jetzt vs gestern:

http_count – ( http_count offset 24h)
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PromQL
Alert Rules

groups:

- name: website

  rules:

  - alert: HighErrorRate

    expr: sum by (service)(rate(http_error{handler="/ui/static"}[1m])) > 0.5

    for: 10m

    labels:

      severity: page

    annotations:
      summary: High request latency

30



PromQL
Anwendung

● Grafana Dashboards

● Alert Rules

● Ad Hoc Queries 
○ UI
○ API
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Prometheus Ökosystem
Grafana
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Prometheus Ökosystem
Alertmanager
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● Alert Routing

● Silences

● Inhibition

● Grouping
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1000 feet Architektur

Pods, Nodes, Services A
P
I

Target

Target

Target

Target

...

Grafana

Alertmanager



Prometheus
Offene Probleme
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● Langzeitspeicherung

● Aggregierung über mehrere Prometheus

● Deduplizierung bei Sharding
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Thanos

T

T

T

TSidecar

Sidecar

T

T

T

TSidecar

Sidecar

Blob Storage

Alertmanager

Thanos Query

Thanos Ruler

Thanos Compact

Grafana



Vielen Dank

Christoph Petrausch

Twitter:

@hikhvar

Mail:

christoph.petrausch@ino
vex.de



Quellen
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